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WIDE AREA NETWORK OPTIMIZATION: A PROVEN BUSINESS TECHNOLOGY
Wide AreaNetwork Optimization(WANOP)is aboutmuchmore than file servicesacrossthe
WAN it encompassed CRoptimizationsof Data, Transportand Applicationstreamlining At
i t core, WANOP eliminates redundant bytes for transfers reducing WAN bandwidth
utilization by 60-95% while correcting TCPprotocol inefficienciesresulting in applications
typically acceleratedby 5-50 times, and often up to 100 times, even SStencryptedtraffic.
Application specific streamlining optimizations helps to reduce WAN round trips at the
applicationlayer which canyeild up to 98% reductionin packetroundtrips, and a rangeof
other applicationlevel optimization Thistechnologyis distinct and important becausethe
converged WANOP capabilitiesembodied in the WAN optimization controller solution
providesusa pathto the truly serverless,lean,network-efficient branchoffice.

As WANOP maturesand gainswider market traction the long-held vision of an efficiently
distributed enterprisewith completely centralizedIT functionality is achievable When this
happens, WANOP will be viewed as the enablingtechnologyset This brief providesan
overview of the constituent componentsof WANOP, and a brief look at the role LTI
DataCommis playingin bringingthis technologyto market

CHALLENGES OF THE DISTRIBUTED ENTERPRISE

Distributed organizationscomein all sizesand shapes Evensmall organizationsmay have
multiple locationsconnectedby datanetworksaroundthe world. Forthe largestenterprises,
eventhe simplestusablenetwork is a complicatedarrangement,while the most elaborate
and sophisticated networks have unbelievable layers of replicated and interlocking
functionality.

Whether a distributed organizationis small or large, whether its networks are simple or
complex, each faces similar business challenges making the distributed organization
effectiveand efficientin its useof the Wide-AreaNetworks(WANSs)hat tie the organization
together.

Often these businesschallengesshow up as distinct IT and WAN issuesat remote offices,
satellite offices, or branch offices Poor application performance and poor control of
information at branch offices are common examplesof ineffective use of the WAN,which
leadsto reduced productivity and dangerousexposureto liability. Excessivespendingon
network bandwidth and high administrative costs at branch offices are both common
examplesof inefficient use of WANresources throwing away money that could be put to
better use Most companiesuse bandwidth as the scapegoafor all of the problemsthat
remote offices/siteshavewith applicationperformanceover the WAN Poor performance,
however,isthe resultof three equallyimportant problems Solvingust one of them will not
truly solvethe problem

What are the underlyingcausesof these challenges?he network of a distributed organization
typically consistsof an identifiable richly-connectedcore and an identifiable weaklyconnected

Root Causes of Poor
Wide Area Application
Performance:

“Application protocol inefficiencies”
AChattiness of apps
A Latency

“Transport protocol chattiness”
A TCP window scaling inefficiencies

“Not enough bandwidth”
A Latency is the secret killer!

Distributed Computing
Problems are Converging
Networking problems:

ANeed “more bandwidt
A Important applications not prioritized

fringe. The core typically includesmost servers,many clients,and most of theor gani z at iAdVipbilg access to corporate resources
availablebandwidth In contrast,the fringe typicallyincludesmostoftheo r g a n i remdte o n’ Sorage problems:

locations Operationshetweenclientsand serversin the coreoccurat the speedsypicalof Locai
AreaNetworks (LANs)whereasoperationsinvolvingclientsin the fringe occur at much slower
speedst)gical of WANs
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A Data sprawt-islands of storage

A Backup and replication

A Meeting SLAs; Compliance worries
Application problems

A Web, email, FTP, database, etc.

A Slow response times

A Apps to slow to use
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TypicaWANbandwidth at the fringe is only 1% or
less of the typical LAN bandwidth, while latency
(the time required to take a single endto-end
round trip) is often 100times longeror more on a
WAN than on a LAN Becausethe fringe has IT Infrastructure
network capacity (bandwidth) that is 100 times T é

narrower and 100 times longer (latency)than the IT Staff % Off:Site Tape Storage

core, is not surprisingthat performanceis often a

. . . . Filers
problem With this problem in mind, we can File Servers % Local Tape Backup
consider how to solve the effectiveness and Emal Server Or Auto-Lcader

efficiency challengesat branchesby making the
WAN perform more like a LAN Previousattempts
to address these challengeshave led to the

Remote Office IT Infrastructure Today

Storage and Application

Data & Protocel Optimization
Infrastructure

Network & Security Infrastructure

assortment of compressionor TCPoptimization File Cache
Network Compression Appliance

Router

deploymentof a variety of local servers,or Wide LP Dptimization Appliance Sesteste NN
AreaFile ServicefWAFSYor file content, and an w gﬂ: ggfa':lm'c VPN Appliance

devices These discrete technologies can be
considered a subset of a larger technology \
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categorythat encompassesll of them. Namely,
Wide AreaNetwork OptimizationServices

THE WAN OPTIMIZATION SERVICES SOLUTION
Makingthe WANbehavemore like a LANhastwo components
1) delivering dramatic performance improvements, especially
for those applications or protocols that have the worst
degradationwhen running over a WAN,and 2) contendingwith
a wide spectrum of protocols that are traversingthe diverse
networksof a distributedorganization

Solutionsthat deliverthis full rangeof optimizationfor WANsgo
by the name of Wide-Area Network Optimization Services
(WANOP) Widerefersnot only to the WANDut alsoto the wide
applicability of data services, and the wide spectrum of
bottlenecks improved by WANOR. WANOP is not only a
solution to attack problems of ineffectivenessor inefficiency,
but also a meansto realize goals that would otherwise be
impossible

A Centralizinglistributedinfrastructurelike file, application,and
e-mail servers,Network Attached Storage(NAS) and remote
office backupsystems- all without affectingremote users

A Sharingargefiles amongcolleagueson different continents—
asif they were in the samebuilding Performingbackupand
replication over long distance WAN links — and completing
them during backup windows that were previously
unachievable

A Delivering significantly more serviceson existing WANSs —
without upgradingthe bandwidth

If desired, an organizationcan eliminate branch serversand
devicesreplacingthem with only network serviceand WAN-OP
appliances Additionally, a branch without local servers can
dramatically improve its productivity by utilizihg WANOP
solutions
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BANDWIDTH AND LATENCY BOTTLENECKS LIMIT

WAN PERFORMANCE

L e tconsiderthe bottlenecksin some more detail. WAN
connections typically have lower bandwidth and higher
latencythan LANIinks,but how do those constraintsactually
affect application performance? There are four distinct
bottlenecks,one relatingto bandwidth and three relating to
latency. The bandwidth bottleneck is straightforward no
application can send data faster than the available
bandwidth However, there are several forms of latency
bottlenecksthat may impact applications,even when the
bandwidthappearsto be plentiful.

Latency Bottleneck #1: Thefirst latencybottleneckis caused
by the endto-end acknowledgementbehavior of TCP TCP
hasawindow of packetsthat canbe in flight from one endto

the other (i.e. betweenclient and server) After the window

is full, the sendercannot send additional packetsuntil the

destination acknowledgeseceipt of at least some of what

hasalreadybeensent If the maximumwindow is too small,
the throughputof the link will be limited by the rate at which

each full window can be sent to the other side and

acknowledged

In theory, this bottleneck should be rare, becausewell-
specified mechanismsexist to allow TCPto use large
windows, and most recent operating systemsimplement
those mechanisms However, settings on both clients and
serversare usuallymore attunedto LANghan WANsandit
is unusualto find clientsor serverswith TCPstacksmatched
to WANIatencies

Assumingan 8k TCPwindow and 75ms latency over a T3
between a file serverin LA. and a tape library in N.Y,
bandwidth canbe calculatedby dividingthe TCPwindow by
latency (8kbyte/75ms)*8 =853kbps
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Typical application inefficiency
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At 85%bps, a 500Mbyte payload would require 62,500
round trips and approximately 80 minutes to complete
When optimization is leveraged,the latency between two
sitesis learnedand the TCPwindow is dynamicallyadjusted
to maximizeWANbandwidth (420kbyte/75ms)*8 =45Mbps.

AWANOPenablednetwork would allow a 500Mbyte backup
to completein 1200roundtrips andin lessthan 90 seconds

Latency Bottleneck #2: The second latency bottleneck is
causedby the slow start and congestioncontrol behaviorsof
TCP Thefirst latency bottleneck, explainedabove,is a limit
basedon the maximumwindow possible Thissecondatency
bottleneck is caused by TCPnot even running at that
(probably inadequate) maximumwindow size all the time.
Instead, TCP gradually ramps up its window size when
transmissionappearsto be successfubnd sharplycuts back
its window size when transmission appears to be
unsuccessfulln networkswith both high bandwidthand high
latency this behavior leads to extended periods in which
availablebandwidthgoesunused

A WANOP enabled network would virtually eliminate the
first two bottlenecksthrough the use of Virtual Windows
Expansiorandtransportstreamliningtechniques

Latency Bottleneck #3: The third latency bottleneck is

causedby so-calledapplicationprotocolsthat are runningon

top of TCP Recallthat with the first latencybottleneck, the

availabilityof bandwidthd i dmatter if TCPwaslimited by

the sizeof a window of data and the need to acknowledge
that data

Analogouslythe availabilityof bandwidthand the avoidance
of the first and secondlatencybottlenecks(at the TCHayer)
are irrelevant if the application is limited by the size of

application messageghat must acknowledged Application
protocols that were originally designed for wide-area
environments— suchasHTTPand FTPdo not encounterthis

third latency bottleneck However, application protocols
originally designedfor use on LANs— such as Microsoft
Windows file sharing via the CIFSprotocol --are often

severelyaffectedby this third latencybottleneck

WAN-OP: WIDE APPLICABILITY AND WIDE AREA
Historically, the various single point
improvement have addressedspecifia
only offered improvementfor only a na

e summarizedoelow.

Someexamplesof those approachesare summarizedbelow.

Note that WAFStechnology,while excellentfor alleviating
bandwidth issuesand applicationlatency, does not address
TCHatency (the secretkiller!). ConverselyTCPoptimization
software addresseghe TCPatency challenge,but doesnot

haveapplicabilityto bandwidthandapplicationissues

This table illus
trates that prior i | g
to the concep Approach 3 g 5%
tion of a unified 2 a 38
WDS approach, 2 2 < 8
no single point [INTZGEN  Yes Yes
technology can Yes
addressa broad Yes Yes
spectrumof pro- NES
tocol challenges NES G2
WDS combines Yes

g Yes Yes
o 4 O

| QoS

have been pre- Yes

sent in these

constituent approaches,but always as separate elements
Highperformance diskbased data reduction TCP
optimizatiory Application or protocol specific optimizatior
andcachingon localservers

WAN-OP IN ACTION

WANOP can be appliedto many areasaffecting enterprise
networkstoday. Becaus@NVANsare suchanintegral part of a
distributed o r g a n i Znfastiuctune) tiey affect many
critical businesgprocessesand in somecasesstandasa real
obstacleto the plansand goalsof the organization Hereare
a few of the key usagemodelsthat a WANOP solution can
provide

Application Acceleration- Many business processes are
dependent on applications deployed across WANs The
applicationcan be as simple as sharingWindowsfiles, or as
complex as a custombuilt application In either case,if a
WAN is in the middle, i t &lnsost guaranteed that the
application w o n wark as well as it was intended WAN
optimization controller (WOC) appliances can accelerate
many applications like Exchange,SharePoint,HTTP,FTP,

SN (]
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Technology Overview

Data Streamlining
A Bandwidth optimizations

Transport Streamlining
A TCPRoptimizations

Application Streamlining
A Latency Optimizations

Management Streamlining
A single screen reporting

Ease of Deployment
A Failto-wire

Transparency
A Can be transparent solution to your
existing network infrastructure

Security Features:

“protection of dat a

Support for SSL Traffic:
A SSL WAN traffic at LAKe performance.

Appliance-to-Appliance Encryption:
A DES, 3DES, AE®, AEQ56encryption

Encrypted MAPI
A Between client and host email servers

Data Store Encryption

A Encryption standards supported include
AESL128, AES92, and AES56 and keys
are maintained in an encrypted key vault
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severalothers by as much as 100 times. With LANlike performance,userscan work
together no matter whichremote office they are locatedin.

Thefollowing chart showsthe expectedrangeof accelerationfor some of the popular
applicationsusedby our customers

Most Likely range I Peak Performance

Fille Sharing - Wirsdows {CF5) i & 0
File Sharing - Unix (MF5) I
Mall - Exchange (MAPT) T

Mail - hiotes i
SharePaing I X
Vg - HTTR, HTTPS, Intranet |
ERP - Oracle 110, SAP NetWeaver i .
FTP =
Backup & Replication N
Dot amen Management | 0
Lodtware Distribution - Skt 0
Catabase - M5:50L (D
Database - Oracle 500 [
ERF - Fat Client [
100N oo moere =n

Remote Office Data Backup- Backingup remote office serversrequiresthe transfer of
what normallyw o u | benob muchdataon a LAN Butwhenit needsto be sentover

a low bandwidth, high latency WAN link, the throughput drops dramatically,aswe ' v e

seen What would be a quickjob on the LANcan easilytake longerthan the available
backupwindow whenimplementedacrossthe WAN Forthis reason,mostIT managers
rely on localtape auto-loadersor other backupschemesn the branchoffice. Of course,
local backup is fraught with poor execution, equipment failure, and operational
difficulty. With a WANOPsolution, backupscanbe completedin a fraction of the time

they currently take, which allowsyou to take a different approachto protecting your

C Omp adatg. ' s

MobiTePREnofRe Worl@dPcd sugpdrt- VIARI®Bfor mobile usersenablesindividualusers
to get the sameLANIike applicationperformancewhile accessindocal resourcesover
the WAN By utilizingthe sameplatform asthe appliancesthe mobile client plugsinto
the existinginfrastructurewith little or no additionalwork.

Site Consolidation- WANOP appliances allow successful consolidation of file,
application,and email servers,NAS,and local tape backup Deploymentscan start by
consolidating a single infrastructure, with incremental consolidation of other
infrastructure thereafter. Alternatively, it is possibleto consolidate everything and
achievethe server less office. The enhanced WANOP solution lets customersrun
additional servicesand applicationswith VMware running directly on the WANOP
appliances This enables further branch server consolidation and simplified
administration, delivering significantsavingsto customers With the Virtual WAN-OP,
customerscannow take WANoptimizationinto specializegphysicalkenvironments,such
asspacelimited or ruggedizedenvironments

Bandwidth Optimization- Sometimeghe goalis assimpleasavoidinga WANupgrade,
and an effective WAN-OPappliancecanhelp with that too. L T kExpesienceindicatesa
reductionin WANTtraffic by 60%to 98% which meansthat an existingWAN can often
support many more users, new applicationslike VolP can be rolled out, and an
expensiveVANupgradecanbe delayedor avoided

NETWORK PERFORMANCE ENGINEERING

When addressingnetwork performanceit is often better to take a holistic approach,
rather than addressingspecific applicationsor pain points. LTI can provide greater
visibility into your network and allow it to run efficiently by using comprehensive
network behavioranalysigools, suchasbehavioralanalyticsand network performance
metrics Our network performancesolution will help discoverunknown dependency
mapping,improve security, streamline data center consolidationefforts and manage
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