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existing policy for the use of AES to protect national secur
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cryptographic algorithms that can be used to create prod
widest range of US Government needs. Suite B will allow
high‐assurance security products to meet NSA approval
unclassified use.

Until now, only Type 1 products are approved for classified u
can be burdensome because of their relatively high cost, th
they only be operated by people with the appropriate secur
are only available to U.S. government entities, and they have
associated with them. With prior NSA approval, Suite B
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Suite B cryptography specifies use of the following algorith
• Encryption: AES‐128 or AES‐256, AES‐256 selectedyp ,
interoperability , Defined in FIPS 197

• Hashing: SHA‐256 or SHA‐384, Defined in FIPS 180‐2
• Key Agreement: ECC with the 256 and 384‐bit prime modu
Defined in NIST 800‐56

• Digital Signature: Elliptic Curve Digital Signature (ECDSA), D
FIPS 186‐2

While Suite B specifies the cryptographic algorithms to beWhile Suite B specifies the cryptographic algorithms to be
determine whether a particular device should be used t
requirement. These factors include:

• The quality of the implementation of the algorithm in sof
hardware

• Operational requirements associated with U.S. Governm
and key management activities

• The uniqueness of the information to be protected (e.g.
nuclear command and control, U.S.‐Only data)

• Requirements for interoperability both domestically and in
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